Odporucéania pre zvysenie Vasej internetovej bezpeénosti

Ak VaSe oznamenie povazujete za obzvlast citlivé a chcete chranit svoju identitu eSte silnejSim
spdsobom, odporu¢ame Vam dodrziavat Stvoricu zasad uvedenych nizSie. KedZze Vasu identitu a
informacie, ktoré nam poskytnete, chceme ¢o najviac chranit, nas formular na serveri nezaznamenava
a neuchovava o Vasej navsteve na stranke ziadne data a sluzi len na zasifrovanie a odoslanie
oznamenia nasim pravnikom. Napriek tomu existuje este niekolko praktickych spésobov ako vylepSit
uroven ochrany udajov po¢as podavania oznamenia.

Zvolte vhodny e-mail na komunikaciu s UOO

Podmienkou pre vyplnenie a odoslanie formularu je existencia platnej e-mailovej
adresy — platna musi byt najma preto, aby s Vami nasi pravnici vedeli mat otvoreny
kontaktny kanal v pripade, Zze sa rozhodnete neposkytnut Ziadny iny kontaktny udaj.
Ak mate obavu o stotoznenie svojej osoby na zaklade svojej adresy (napr. ju mate
vo formate meno.priezvisko@gmail.com), zvazte vytvorenie novej e-mailovej
adresy z ktorej nebude oddCitatelné Vase meno na niektorej z volne dostupnych
sluzieb (napr. rozSireny Gmail - https://gmail.com/, alebo bezpecnejsi Protonmail -
https://protonmail.com/). Dobrou praxou je tiez nepouzivat’ na podanie formularu
sluzobni mailovu adresu poskytnuti zamestnavatefom, pretoze zamestnavatel
mdbze mat pristup k obsahu Vasich e-mailov.

Pouzite déveryhodné zariadenie

Na podanie oznamenia odpori¢ame pouzit’ doveryhodné zariadenie, kioré mate
plne pod kontrolou, napriklad Vas sukromny pocitat. Neodporuame pouZzitie
sluzobnych zariadeni, alebo zariadeni v sprave Vasho, alebo iného zamestnavatela,
kedZe vaSe aktivity mézu byt osobitne vysledovatelné a zaznamenané.

Pouzite bezpecny internetovy prehliadac¢

—
Vyplnit' a odoslat formular mézete v kazdom internetovom prehliadaci (Microsoft
@ Edge, Google Chrome, Mozilla Firefox). Ak ste ale presvedceny, ze Udaje a materialy

| —

ktoré poskytujete UOO su mimoriadne citlivé, mdzZete vyuZit na prehliadanie aj
bezpecnejSi prehliadaé “TOR Browser’, ktory chrani Vasu identitu pred
internetovymi poskytovatelmi a zabezpecuje vysSSiu anonymitu a bezpeénost’
(dostupné na: https://torproject.org/download/). Tento prehliadaé funguje na
pouzivatelskej urovni rovhako ako Vas bezny prehliada¢ a rovnako cez neho mozete
podat oznamenie. Dal$ou alternativou méze byt prehliada& ,Brave®, ktory ma v sebe
vstavany rezim pristupu cez TOR siet (dostupné na: https://brave.com/download/).

Pripojte sa na internet bezpeéne

Prakticky akékolvek pripojenie na internet Vam umozni vyplnenie a odoslanie
formularu. Napriek tomu, v zaujme zachovania svojej anonymity odporucame
— formulér vypifiat mimo prostredia svojho zamestnavatela. Idealne vypinit a
odoslat formular v domacom prostredi zo sukromného pripojenia, pripadne
doveryhodnej, neverejnej wifi-siete alebo mobilného pripojenia.
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Recommendations to improve your online security

If you consider your whistleblowing report to be highly sensitive and want to protect your identity in an
even stronger way, we recommend you to comply with the following four principles. Since we want to
protect your identity and the information provided as much as possible, our online form does not record
or store any data about your WPO's website visit and is only used to encrypt and send your report to our
lawyers. However, there are also other ways to improve the level of personal data protection when filling
a whistleblowing report.

Choose an appropriate email address for the communication with the
WPO

A valid email address is a prerequisite for completing and submitting the online form
— this is mainly because our lawyers can keep an open contact with you in case you
decide not to provide any other contact details. If you are concerned about being
identified by your email address (e.g. the standard format
name.surname@agmail.com), please consider creating a new email address, not
displaying your name, through the free available service (e.g. the Gmail -
https://gmail.com/, or the more secure Protonmail - https://protonmail.com/). It is also
good practice not to use a work email address provided by your employer when
submitting the form, as the employer may have access to your emails.

Use a trusted device

When filling a whistleblowing report, we strongly recommend you to use a trusted
device with the full control, such as your private computer. We do not recommend
you to use a business PC, or devices under the control of your or another employer,
as your activities may be tracked and recorded.

Use a secure internet browser

You can fill out and submit the online form in any internet browser (Microsoft Edge,
Google Chrome, Mozilla Firefox). However, if you believe that the data and
materials you provided to the WPO are highly sensitive, you can also use the more
secure "TOR Browser", which protects your identity from internet providers and
provides greater anonymity and security (available at:
https://torproject.org/download/). This browser works at the user level in the same
way as your regular browser and can also be used for reporting misconduct.
Another alternative might be the "Brave" browser, which has a built-in TOR network
access mode (available at: https://brave.com/download/).

Secure your internet connection

In principle, any internet connection will allow you to fill out and submit the online

form. However, in order to preserve your anonymity, we recommend you to fill out
the form outside of employer's premises Ideally, you should fill out and submit

the online form in your home environment from a private connection, or a trusted,
non-public Wi-Fi network or mobile connection.
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